442 | SECURITY

we make software secure

Trusted Build Report

The artifacts listed below were successfully built in our independent build environment
with the following hash values.

Build date: 30. October 2023
Build time: 10:00 a.m.

Repositories

Project Version URL
e-voting 1324  https)//gitlab.com/swisspost-evoting/e-voting/e-voting.git

crypto-primitives  1.32.0  https)/gitlab.com/swisspost-evoting/crypto-
primitives/crypto-primitives.git

crypto-primitives- 1.32.0  https)/gitlab.com/swisspost-evoting/crypto-

domain primitives/crypto-primitives-domain.git

crypto-primitives- 1320  https://gitlab.com/swisspost-evoting/crypto-

ts primitives/crypto-primitives-ts.git

e-voting-libraries  1.33.0  https:/gitlab.com/swisspost-evoting/e-voting/e-voting-
libraries.git

verifier 1420 https://gitlab.com/swisspost-evoting/verifier/verifier.git

data-integration- 2710  https)//gitlab.com/swisspost-evoting/e-voting/data-
service integration-service.git

Artifacts and hash values

Artifact SHA-256
voting-server/target/voting-server-13.2.4- d52d5f8933061bc1855b95eb5871669e64da8f
runnable.jar 54751c8eab6ae79b067blae5f9

secure-data- cda3928a9ad77f8c4410f97e8fffb7f764613c4
manager/packaging/target/secure-data- cc4f48a78ccfa0d9a5e93162f

manager-package-1.3.2.4.zip
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tools/xml-signature/target/xml-signature-
1.3.2.4.jar

tools/config-cryptographic-parameters-
tool/target/config-cryptographic-
parameters-tool-1.3.2.4jar

control-component/target/control-
component-runnable jar
voter-portal/target/voter-portal-1.3.2.4.zip
voter-portal/target/dist/polyfills.js
voter-portal/target/dist/crypto.ov-worker.js
voter-portal/target/dist/main.js
voter-portal/target/dist/crypto.ov-api.js
voter-portal/target/dist/runtime.js
verifier-assembly/target/verifier-assembly-

1.4.2.0.zip

target/data-integration-service-2.7.1.0 jar

4dd63ale55cec485f8e6fa39d6927dd4c19232
6e50fdbb3ed2720c023185c80f

c67b3d005557c2c2b30ecc32dcOalal3ba7ela
c11a03e96136dcff701ca2c70le

a3d1c230ed62bab284cb873266f59c53b37d5
€667950746153884d35704bf020

ecfc0d1053¢c37840186¢1958e55f26005cef40
40edfd8af870427eb7b50f45b0

34dfb6e7c7123409169¢c1b505914dcf3a93b02
Ocddfed920af248aba9325b99a

a93ace783af039704355f598406a032bc10e7
S511b0bf377e0c57c8042d46d214

3376b2ac07ce03c0f23b2abf05e483e251b144
445eac064db7c6762a9a59a4e3

2faf9fae8d6bf75cclcaO6aale4f5f2ae4f22042
0e9d047d884b3cac7bdb26a3

12aabd163c442aae3e55119869e24e35654310f
b3delced5aaf68f6400956ef]

cf1354774d8b0bafe1935c44ab9ba041df924a
48bbbeed3d8e2ce3b128c98ade

e5f77c40a5a6200129e61742392e1832297544a
9a107ea96a4b0e736f1d359578

Subresource Integrity values

Artifact
voter-portal/target/dist/polyfills.js

voter-portal/target/dist/crypto.ov-worker.js

voter-portal/target/dist/main.js

voter-portal/target/dist/crypto.ov-apijs

voter-portal/target/dist/runtime.js

SHA-384 (Base64)

sha384-
ADkau9TRfRIgjPSietYkJtX6HXQOOrHfv3Grx
[4mMrWOXJStColp3NYVehF+jV2tb

sha384-
9rQMV63AI0WYZ609/QwWVoGCxlkp4G8sToqV
n4PAybkowXbnOwrToHdLOcVVholxs9

sha384-
ANycYNE+9QxDMDLU2bNogXH89gVI5n8w
g05hIK2nshSidx2yQ2svQIyAEQ/YzyxW

sha384-
7G9+mMPIpCYXzspoKVxrbB9gypA8LQN3Acd
pKeGkIOJF/fMDXMpwPEUJuy43BX6Eb

sha384-
dISN3uRQoVOGCGvcn8ROIWiIEXWok4Hru2Mac
cAOGUVXpz+8KUybTBAI88CICSpQGIR

DARIUS BOHNI

30. Oktober 2023
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