442 | SECURITY

we make software secure

Trusted Build Report

The artifacts listed below were successfully built in our independent build environment
with the following hash values.

Build date: 04. December 2023

Build time: 9:30 a.m.

Repositories

Project Version URL
e-voting 1332  https//gitlab.com/swisspost-evoting/e-voting/e-voting.git

crypto-primitives  1.33.0  https)/gitlab.com/swisspost-evoting/crypto-
primitives/crypto-primitives.git

crypto-primitives- 133.0  https)/gitlab.com/swisspost-evoting/crypto-

domain primitives/crypto-primitives-domain.git

crypto-primitives- 13.3.0  https://gitlab.com/swisspost-evoting/crypto-

ts primitives/crypto-primitives-ts.git

e-voting-libraries  13.4.0  https:/gitlab.com/swisspost-evoting/e-voting/e-voting-
libraries.git

verifier 143.0 https;//gitlab.com/swisspost-evoting/verifier/verifier.git

data-integration- 2721  https)/gitlab.com/swisspost-evoting/e-voting/data-
service integration-service.git

Artifacts and hash values

Artifact SHA-256
voting-server/target/voting-server-1.3.3.2- 8ffdb75081d1c9744db12d8d39d519a81978a4
runnable.jar 65ad08e944326da98d4fe6e9ccd
secure-data- dec7d686f611db8fd83alab4be34d436822c0

manager/packaging/target/secure-data- 98b776e5861f3d92e91e1el27b6
manager-package-1.3.3.2.zip
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tools/xml-signature/target/xml-signature-
1.3.3.2jar

tools/config-cryptographic-parameters-
tool/target/config-cryptographic-
parameters-tool-1.3.3.2 jar

control-component/target/control-
component-runnable jar
voter-portal/target/voter-portal-1.3.3.2.zip
voter-portal/target/dist/polyfills.js
voter-portal/target/dist/crypto.ov-worker.js
voter-portal/target/dist/main.js
voter-portal/target/dist/crypto.ov-api.js
voter-portal/target/dist/index.html
voter-portal/target/dist/runtime.js
verifier-assembly/target/verifier-assembly-

1.4.3.0.zip

target/data-integration-service-2.7.2.1jar

4f03216260f08df63chb31f5126e2fb43c6b50c17
d6a95e12bb25a89330ea229f

06cf0dfoc1083525d813b295¢c192cc5229b5ael
€2b99796f758c3d922739f90f

flod505224accd7ebe2a9e4028df1990e3b739
f7c78a018fcbd879bl6fc4e777a

8dc9adbf45374a20708554d93334516f8e67d
07bc3f0d7f61d4e6a835823bafa

34dfb6e7c7123409169¢c1b505914dcf3a93b02
Ocddfed920af248aba9325b99a

f402c2ee8136d11d014618ed94a6654dd 39619
5dbfcalc775d149b30b23621597

d7564715dac28ecf972c1bc81e5e8980c7e949
45pb935445433c003def4e5d0f6

2faf9fae8d6bf75cclcaO6aale4f5f2ae4f22042
0e9d047d884b3cac7bdb26a3

63577764dd6d348e6db9ed29500c82de369
440ba0c8feccfochb6lc6256e4fb30

12aabd163c442aae3e55119869e24e35654310f
b3delced5aaf68f6400956ef]

358fe9abfcca775a32016cc5¢chb8846aae56b42
€49c352407af950d8080e1d577

86dfcdOl1c7el4ald2eec28b2049c0a38d8ecc
8991bef3d3559ccdafeOb8c5321

Subresource Integrity values

Artifact
voter-portal/target/dist/polyfills.js

voter-portal/target/dist/crypto.ov-worker.js

voter-portal/target/dist/main.js

voter-portal/target/dist/crypto.ov-api.js

voter-portal/target/dist/runtime.js

SHA-384 (Baseb64)

sha384-
ADkau9TRfRIgjPSietYkIJtX6HXQOOrHfV3Grx
[4mMrWOXIStColp3NYVehF+jV2tb

sha384-
riFOXwW/7W7NhBIOrLmR5nYV3ERIjUXIvp/w
5YSOdPWCjnRCP4GsdvIQgxFhwsDRR

sha384-
452RRwWKzdg4h375qYVuBDzIwWTWVOCKWE
EEbEZ3LUmzaZeqGLz+3XiLumaK4bSPCk

sha384-
7G9+mMPIpCYXzspoKVxrbB9gypA8LQN3Acd
pKeCGkIOJF/fMDXMpwPEuUJuy43BX6Eb

sha384-
dI5SN3uRQoVOGvcn8ROIwWiISXWok4Hru2Mac
cAOGUVXpz+8KUybTBAJI88CICSpQGIR

DARIUS BOHNI

4. Dezember 2023

fod Electronic Signature by [EJ SwissiD
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