442 | SECURITY

we make software secure

Trusted Build Report

The artifacts listed below were successfully built in our independent build environment
with the following hash values.

Build date: 03. July 2024

Build time: 9:45 a.m.

Repositories

Project Version URL
e-voting 1.4.3.1 https://gitlab.com/swisspost-evoting/e-voting/e-voting.git

crypto-primitives  1.43.0  https)/gitlab.com/swisspost-evoting/crypto-
primitives/crypto-primitives.git

crypto-primitives-  1.43.0  https)/gitlab.com/swisspost-evoting/crypto-

ts primitives/crypto-primitives-ts.git

e-voting-libraries 1431  https;//gitlab.com/swisspost-evoting/e-voting/e-voting-
libraries.git

verifier 1531 https://gitlab.com/swisspost-evoting/verifier/verifier.git

data-integration- 2831  https://gitlab.com/swisspost-evoting/e-voting/data-
service integration-service.git

Artifacts and hash values

Artifact SHA-256
voting-server/target/voting-server-1.4.3.1- 710d3684a872f5d42b40cde956beacode523]1
runnable.jar leecea90708b79141453f36ad07
secure-data-manager/secure-data- 49ecc43612dd970c6c9e9ca23265752e04a4

manager-packaging/target/secure-data- dc254a636ebdblc7380a2b52fe8e
manager-package-1.4.3.1.zip

tools/xml-signature/target/xml-signature-  702f34b9aacaf4be3efbf246¢5562742b2¢c456
1.4.3.1jar 833dfd510a72c931e1863c7244
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tools/direct-trust-tool/direct-trust-tool-
package/target/direct-trust-tool-1.4.3.1.zip

tools/file-cryptor/target/file-cryptor-1.4.3.1-
runnable.jar

control-component/target/control-
component-runnable jar
voter-portal/target/voter-portal-1.4.3.1.zip
voter-portal/target/dist/polyfills.js
voter-portal/target/dist/crypto.ov-worker.js
voter-portal/target/dist/main.js
voter-portal/target/dist/crypto.ov-apijs
voter-portal/target/dist/index.ntml
voter-portal/target/dist/runtime.js
verifier-assembly/target/verifier-assembly-

1.5.3.1.zip

target/data-integration-service-2.8.3.1.zip

a280a22188febedd2ac0f669f8618d25923555
0c8c0le3bddoba39ccO6f47fcb?2

a769c3cfcOeff4cbdd54858eb1035dd568d20
bdb24808c3b9548505c48c7b512

29dcee5b8ddcl6ladalsb7¢c178a902d0b2089
056758ca3cafed426f3c6aad2ad

84e4a35adf5642d74a4a5777295889d6ea06
546b79bc9aec875baa2a9080e118

cc870ae271d9fc412e1ca30b5dd14926bbc401
2150¢cf2989b334df7c02556ed6

0O2afbdd5beecdc2e5329c1df72443fa69f443f
b8eda2762fa2e67dceb3633c2d

7blbaa8d37d560371a35b%ea4ladeaabla7ee
78dffOdb283930f257af7451111

bd32848a0e07e2dccef465d47d4e295ed079
beldbee43fe52becl294fadede48

8c0e04bbd05f4dacd2e7¢c33bb3530648309a
7b2120f9af81d68b799e47¢c48c38

€a965b429bb063139b86122fa981ec206efd2a
a0834f13154580522967d0ecc5

dc0289532¢cd7b26267426295533325aflbd974
2a02b2c5efeffoc1bfo30406fae

d8c29ecleabfaOfb8ca029a6388d7¢c620c9bc
731ee809ca714cd4737bb9e37d7

Subresource Integrity values

Artifact
voter-portal/target/dist/polyfills.js

voter-portal/target/dist/crypto.ov-worker.js

voter-portal/target/dist/main.js

voter-portal/target/dist/crypto.ov-api.js

voter-portal/target/dist/runtime.js

SHA-384 (Base64)

sha384-
5FgKmMQ12RDumrub2BWyG7nGl6Uhr3/ug/
g58n/as3ABNI449Xfcg]APKSbALY6r6

sha384-
4V/AWGLOeuiktBSMpfVLIVI+mWTSYH+Uut
YcS2GRm6eUvyPtxeuflvuYmavralblL

sha384-
ZdZYowIfeLskiFMxr/AVVVPN2WokgMIMvoN
OGlOd+Q8iQzBPB03/5p5VgDNy4M7in

sha384-
9alQr57CZH3awteoDnjYKHFhdgE7OQICh+
RWIiTSx39sM989KfglvmYiaB/QEMQS8J

sha384-
YWZU+MORWIirxGUXpR82bV38PfKIXCaly7ol
8xk3X03l+rHG5zNnVHXx9+02CX0YUS6
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