442 | SECURITY

we make software secure

Trusted Build Report

The artifacts listed below were successfully built in our independent build environment
with the following hash values.

Build date: 09. September 2024
Build time: 10:00 a.m.

Repositories

Project Version URL
e-voting 1433  https//gitlab.com/swisspost-evoting/e-voting/e-voting.git

crypto-primitives  1.43.0  https)/gitlab.com/swisspost-evoting/crypto-
primitives/crypto-primitives.git

crypto-primitives-  1.43.0  https)/gitlab.com/swisspost-evoting/crypto-

ts primitives/crypto-primitives-ts.git

e-voting-libraries 1432  https)//gitlab.com/swisspost-evoting/e-voting/e-voting-
libraries.git

verifier 1532  https//gitlab.com/swisspost-evoting/verifier/verifier.git

data-integration- 2832  https://gitlab.com/swisspost-evoting/e-voting/data-
service integration-service.git

Artifacts and hash values

Artifact SHA-256
voting-server/target/voting-server-1.4.3.3- 31f4b768e7a970312b41dfa1997bbd73795ab8
runnable.jar 61d64c03fc370elele4f890b9f3
secure-data-manager/secure-data- 8a3e0dee8fbbffecd67ef0a4202d7a27ef0659

manager-packaging/target/secure-data- 4d2d5e5bda0bo6dde8352096125
manager-package-1.4.3.3.zip

tools/xml-signature/target/xml-signature-  ecc71f57fd59474d43d8622843723elfd8ecOe
1433 jar 42a57d0295deabbbc242e102ee
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tools/direct-trust-tool/direct-trust-tool-
package/target/direct-trust-tool-1.4.3.3.zip

tools/file-cryptor/target/file-cryptor-1.4.3.3-
runnable.jar

control-component/target/control-
component-runnable jar
voter-portal/target/voter-portal-1.4.3.3.zip
voter-portal/target/dist/polyfills.js
voter-portal/target/dist/crypto.ov-worker.js
voter-portal/target/dist/main.js
voter-portal/target/dist/crypto.ov-apijs
voter-portal/target/dist/index.ntml
voter-portal/target/dist/runtime.js
verifier-assembly/target/verifier-assembly-

1.5.3.2.zip

target/data-integration-service-2.8.3.2.zip

9d7397d3d904ea82e8a9c5ebc8250a109dbb
05b8eb694a72a2184d174d44b048

98b4a74albce07f8144ale6b9f699a2afe3068
0f284769aa96a8d4c7626f7405

7e027febb3cbldbd58ada3cbcbeddb3839a3
6289e06824b35¢c45b2b995a4dbff

8a7e68d5777525fdd90735430cf621f5876882
6d45c86dc8834efad8e280728d

cc870ae271d9fc412e1ca30b5dd14926bbc401
2150¢cf2989b334df7c02556ed6

e7f9fbc177cd4dce2d014633410b4c377b904
b967c07073d0ddd674fcf470f5e

7blbaa8d37d560371a35b%ea4ladeaabla7ee
78dffOdb283930f257af7451111

bd32848a0e07e2dccef465d47d4e295ed079
beldbee43fe52becl294fadede48

45ea31153fc7c8760a71fb2bbf513eb716f2b761
ac98c0835a057db13c21595a

€a965b429bb063139b86122fa981ec206efd2a
a0834f13154580522967d0ecc5

8501b1c75d60b770b10c3d7d68cec73d189a2e
520dcae781c9d189efeobbe57dd

1cdbal0d8af398c0d0e79ba9b138236eb8275
6df5d139af064e252b6¢c4038353

Subresource Integrity values

Artifact
voter-portal/target/dist/polyfills.js

voter-portal/target/dist/crypto.ov-worker.js

voter-portal/target/dist/main.js

voter-portal/target/dist/crypto.ov-api.js

voter-portal/target/dist/runtime.js

SHA-384 (Base64)

sha384-
5FgKmMQ12RDumrub2BWyG7nGl6Uhr3/ug/
g58n/as3ABNI449Xfcg]APKSbALY6r6

sha384-
U1Z29zf7YVDoC87bmfWTOI5dCPbiveoKkAw
u2/uuegAzsvG4FWmiHkXtNcFCwlj4j

sha384-
ZdZYowIfeLskiFMxr/AVVVPN2WokgMIMvoN
OGlOd+Q8iQzBPB03/5p5VgDNy4M7in

sha384-
9alQr57CZH3awteoDnjYKHFhdgE7OQICh+
RWIiTSx39sM989KfglvmYiaB/QEMQS8J

sha384-
YWZU+MORWIirxGUXpR82bV38PfKIXCaly7ol
8xk3X03l+rHG5zNnVHXx9+02CX0YUS6
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Verification of changes between R1.4.33and R1.4.3.2

The following changes between versions 1.4.3.3 and 1.4.3.2 were identified. Changes
regarding the e-voting versions used are not listed.

The comparison was carried out on September 09, 2024.

Changes:

voter-portal\src\index.html

1.4.3.3: <html lang="de" translate="no">
1.4.3.2: <html lang="en">

Procedure:
The following procedure was applied:

Checkout version 1.4.3.2

Build version 1.4.3.2

Verify hashes of version 1.4.3.2

Checkout version 1.4.3.3

Build version 1.4.3.3

Verify hashes of version 1.4.3.3

Comparison of the sources used for the build of versions 1.4.3.2 and 1.4.3.3

NoOUA NN

DARIUS BOHNI
9. September 2024
Qualified Electronic Signature by [ SwissiD
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