442 | SECURITY

we make software secure

Trusted Build Report

The artifacts listed below were successfully built in our independent build environment
with the following hash values.

Build date: 30. October 2024
Build time: 10:50 a.m.

Repositories

Project Version URL
e-voting 1.4.43  https)//gitlab.com/swisspost-evoting/e-voting/e-voting.git

crypto-primitives  1.4.43  https)//gitlab.com/swisspost-evoting/crypto-
primitives/crypto-primitives.git

crypto-primitives- 1.4.4.3  https)/gitlab.com/swisspost-evoting/crypto-

ts primitives/crypto-primitives-ts.git

e-voting-libraries  1.4.43  https)/gitlab.com/swisspost-evoting/e-voting/e-voting-
libraries.git

verifier 1543  https//gitlab.com/swisspost-evoting/verifier/verifier.git

data-integration-  2.8.4.3  https://gitlab.com/swisspost-evoting/e-voting/data-
service integration-service.git

Artifacts and hash values

Artifact SHA-256
voting-server/target/voting-server-1.4.4.3- 465cfc489a49504d4ec84eeadle8fd0c63c85
runnable.jar 0db32e059718431c7765a12a021
secure-data-manager/secure-data- b4e8b54d6f870f5deb9b38122714c3c5b7e2b

manager-packaging/target/secure-data- a76bb149148c0cdd0658ccccebb
manager-package-1.4.4.3.zip

tools/xml-signature/target/xml-signature-  72b43477d63cd64ac47381d95300b2c7ab79
1.4.4.3 jar 16ae6448d7aff2959b7028b7fde0
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tools/direct-trust-tool/direct-trust-tool-
package/target/direct-trust-tool-1.4.4.3.zip

tools/file-cryptor/target/file-cryptor-1.4.4.3-
runnable.jar

control-component/target/control-
component-runnable jar
voter-portal/target/voter-portal-1.4.4.3.zip
voter-portal/target/dist/polyfills.js
voter-portal/target/dist/crypto.ov-worker.js
voter-portal/target/dist/main.js
voter-portal/target/dist/crypto.ov-apijs
voter-portal/target/dist/index.ntml
voter-portal/target/dist/runtime.js
verifier-assembly/target/verifier-assembly-

1.5.43.zip

target/data-integration-service-2.8.4.3.zip

2386fff45e66dfl14eb894ee91303b566ff8abb?2
174d20e2d28d6cb4c60522cce

9695a35818e1e7d6c9d75218a0753ff34479a38
2a8dc6fc8cfOc8434e7604b4el

5d0fd1d2a2f17560237642750abbc26290b397
de7ac854774caf71ced59bbf44c

ce2cfccl740aea0del7b8e592bocf137a6ffd15
36a8796070d0c312b0f7413d1

4c6def33776630b9a437cb43a981b4c36edf5c
bb78b956fd7ebbel754d362860f

bc34108f5bbbd52b04fe433e38ab073be062
0669f5e5fd976d1719340f576486

aca3429d0db2d3822d9del1798e1dac872571f
2c2ec0cl1478fdfd3c58aabaea3?2

bd32848a0e07e2dccef465d47d4e295ed079
beldbee43fe52becl294fadede48

bOedcd6681b9bec5d70df07ad81c368da8be
a49370e41bfe803e2e2537511f7e

€a965b429bb063139b86122fa981ec206efd2a
a0834f13154580522967d0ecc5

6e5b770b4644a6deb81130f8f4803e9d2960e
f8ab0acc329225a3472967266al

d06b634d672f0f4960cd22831c57688217c3e
794de79225259c80322b77fa9f9

Subresource Integrity values

Artifact
voter-portal/target/dist/polyfills.js

voter-portal/target/dist/crypto.ov-worker.js

voter-portal/target/dist/main.js

voter-portal/target/dist/crypto.ov-api.js

voter-portal/target/dist/runtime.js

SHA-384 (Base64)

sha384-
ZIVSoFeZ4RI8BITsjulnwRKxIPbb9acPMCKP
B1hC9gPCGaFd7jusR1BOOwWXapEKz

sha384-
NOdd7b0500epa4colzcxBUNIBlIjgWoYrbw
H3gV8RPrK4wdKtxR9ON5sCU7PzjLRyG

sha384-
SDqdj88SsMSua5v+xcyhWR4IIW/QiUkukp8
Q/9E4msUmSPo98xhyvHOE/PRYy6+W

sha384-
9alQr57CZH3awteoDnjYKHFhdgE7OQICh+
RWIiTSx39sM989KfglvmYiaB/QEMQS8J

sha384-
YWZU+MORWIirxGUXpR82bV38PfKIXCaly7ol
8xk3X03l+rHG5zNnVHXx9+02CX0YUS6
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