442 | SECURITY

we make software secure

Trusted Build Report

The artifacts listed below were successfully built in our independent build environment
with the following hash values.

Build date: 16. November 2024
Build time: 4:45 p.m.

Repositories

Project Version URL
e-voting 14.4.4 https)//gitlab.com/swisspost-evoting/e-voting/e-voting.git

crypto-primitives 1443  https)/gitlab.com/swisspost-evoting/crypto-
primitives/crypto-primitives.git

crypto-primitives- 1.4.4.3  https)/gitlab.com/swisspost-evoting/crypto-

ts primitives/crypto-primitives-ts.git

e-voting-libraries  1.4.43  https)/gitlab.com/swisspost-evoting/e-voting/e-voting-
libraries.git

verifier 1543  https//gitlab.com/swisspost-evoting/verifier/verifier.git

data-integration-  2.8.4.3  https://gitlab.com/swisspost-evoting/e-voting/data-
service integration-service.git

Artifacts and hash values

Artifact SHA-256
voting-server/target/voting-server-1.4.4.4- c0a6300d343cedb38f10a418388b985dcf946
runnable.jar 27534292f46f7c74e72d4c03806
secure-data-manager/secure-data- bb1ff024102c5564aef90386c0c01dcOea67c8

manager-packaging/target/secure-data- c19f193853aea5f3f923338d0e
manager-package-1.4.4.4.zip

tools/xml-signature/target/xml-signature-  7983ed0f0e75536466cc6adcd5ffde630cffd6
1.4.4.4 jar ab90016d1c810ba70fac81427d
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tools/direct-trust-tool/direct-trust-tool-
package/target/direct-trust-tool-1.4.4.4.zip

tools/file-cryptor/target/file-cryptor-1.4.4.4-
runnable.jar

control-component/target/control-
component-runnable jar
voter-portal/target/voter-portal-1.4.4.4.zip
voter-portal/target/dist/polyfills.js
voter-portal/target/dist/crypto.ov-worker.js
voter-portal/target/dist/main.js
voter-portal/target/dist/crypto.ov-apijs
voter-portal/target/dist/index.ntml
voter-portal/target/dist/runtime.js
verifier-assembly/target/verifier-assembly-

1.5.43.zip
target/data-integration-service-2.8.4.3.zip

b7c11631789dbb217d420b73c895f97834e157
596d25015a38e0f453997d4f4d

cbfd46elbcfb9f5a892bbobc5cc28fb8dfabd9
c9f57034f0d5391c372dcb2e66

910db2b50f058742a4al173b6e88efe2a773ec
484e0f0d8a91dfcd421269061ec

923dfc84a9633fa6376bd8d1a8ea5c891311b0
01b9314f3b924e0ec42cd9afeb

4c6def33776630b9a437cb43a981b4c36edf5c
bb78b956fd7ebbel754d362860f

808104714101ddec957022f16c00f4aea7a596
7t45da9d5512475db4c40fa5ce

6f12c219ab543a03c73093a9b0c56bal4abeOc
d83b7a5526bl1b5c3e273f5c660

bd32848a0e07e2dccef465d47d4e295ed079
beldbee43fe52becl294fadede48

d96b7cdb46d3de04ccal257d151466df9d511c
f78ad2abe250ff645acdc994cb

€a965b429bb063139b86122fa981ec206efd2a
a0834f13154580522967d0ecc5

6e5b770b4644a6deb81130f8f4803e9d2960e
f8ab0acc329225a3472967266al

d06b634d672f0f4960cd22831c57688217c3e
794de79225259c80322b77fa9f9

Subresource Integrity values

Artifact
voter-portal/target/dist/polyfills.js

voter-portal/target/dist/crypto.ov-worker.js

voter-portal/target/dist/main.js

voter-portal/target/dist/crypto.ov-api.js

voter-portal/target/dist/runtime.js

SHA-384 (Base64)

sha384-
ZIVSoFeZ4RI8BITsjulnwRKxIPbb9acPMCKP
B1hC9gPCGaFd7jusR1BOOwWXapEKz

sha384-
AgfFbQGoWUNgQKAN5//WUiISeBTcgTRKo
FZjvGvey5412pb+goOGxKngVrlIsCHTI

sha384-
XytkG89QKgR/DNIHyXdOwWOGX5IT+hMvux
QoqZIi4EjRyMg/eaXG8E4+21QK6hHUY

sha384-
9alQr57CZH3awteoDnjYKHFhdgE7OQICh+
RWIiTSx39sM989KfglvmYiaB/QEMQS8J

sha384-
YWZU+MORWIirxGUXpR82bV38PfKIXCaly7ol
8xk3X03l+rHG5zNnVHXx9+02CX0YUS6

DARIUS BOHNI
16. November 2024
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